Paso 1: Entrar a openssl.org y seleccionar Related
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Paso 2: Entrar a Binaries

[image: image3.jpg]OpenSSL/SSLeay

Here you can find hyperlinks to OpenSSL and SSLeay (the ancestor package of OpenSSL) related stf.

« OpenSSL
htp:fieapensslorg!
The official home of the OpenSSL project
* mod_ssl
htp:fiwane modsslorg/
The official home of the Apache/mod_ssl project
« MS Dev Studio workspace for OpenSSL




Paso 3: Ir a OpenSSL for Windows 

[image: image4.jpg]Binary Distributions

Some people have offered to provide OpenSSL binary distributions for selected operating systems. The
is stable and can provide confinues support for OpenSSL for a while

Note: many Lins distributions come with pre-compiled OpenSSL packages. Those are already well-knc
and wil therefore not be mentioned here. I you are such a user, we ask you to get in touch with your dis
operating systems where there are no predhompiled OpenSSL packages

OpenSSL for Windows
20penSSL il

Works with MSVC-+, Builder 3/4/5, and MinGW. Comes in form of self-install executables.




Paso 4: Descargar Win32 OpenSSL Light
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Download Win32 OpenSSL

Dawnload Win32 OpenSSL. taday using the links below!

File l Type Deseription

\in32 OpenssL v1 0.0a Light

IMB Installer | Installs the most commanly used essentials of
\Win32 OpenssL v1 0.0a (Recammended for
brave users by the creatars of OpenSSL). Nate
that this is a default build of Open3SL and is
subject ta lacal and state laws. More

information can be found in the legal
agreement of the installation,

Visual C++ 2008 Redistriburables 1.7MB Installer | Having problerms with error messages when

trying t run OpenSSLY This willlikely fix the
prablem. Only warks with Windows 2000 and
later. Althaugh there & a "newer version” of
this installer, this s the correet version to
install,

Visual C++ 2008 Redistributables for Windows Sx/NT4 [4.6MB ZIP fle |Having problems with error messages when
trying t run OpenSSLY This willlikely fix the





Paso 5: Instalar Win32OpenSSL_Light
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Paso 6: Cancelar si no se tiene instalado Microsoft Visual C++ 2008Redistributables
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The Win32 Openss. Instalstion Project setup has detected tht the folowing critical component s missing;

1\ hcrosot Vel Ci-+ 2008 Redstrbutables

] 42 OpenssL vt Fucin properly wkhout i component
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Paso 7: Ir a Visual C++ 2008 Redistributables
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Download Win32 OpenSSL

Dawnload Win32 OpenSSL. taday using the links below!

File

Type

Deseription

\in32 OpenssL v1 0.0a Light

1MB Installer

Installs the most commanly used essentials of
\Win32 OpenssL v1 0.0a (Recammended for
brave users by the creatars of OpenSSL). Nate
that this is a default build of Open3SL and is
subject ta lacal and state laws. More
information can be found in the legal
agreement of the installation,

Visual C++ 2008 Redistriburables L

17MB Installer

Having problers with errar messages when
trying t run OpenSSLY This willlikely fix the
prablem. Only warks with Windows 2000 and
later. Althaugh there & a "newer version” of
this installer, this s the correet version to
install,

Visual C++ 2008 Redistriburables for Windows x/NT4

4.6MB ZIP file

Having problers with errar messages when

trying t run OpenSSLY This willlikely fix the





Paso 8: Descargar la versión en Inglés (la versión en español no me funcionó) del Microsfot Visual C++ 2008 Redistributable Package

[image: image9.jpg]Microsoft Visual C++ 2008 Redistributable Package

(x86) - )
Visual Studio

Brief Description

The Microsoft visusl C++ 2008 Redistributable Package («86) installs runtime components of Visual
C++ Libraries required to run applications developed with visual C:++ on a computer that doss not have Visual C++ 2008 installed.

on This Page

Quick Details

Estimated Download Time: Diskup(B8K) =] 5 min
Change Language: Engish =] | Change




Paso 9: Instarla la versión en Inglés (la versión en español no me funcionó) del Microsfot Visual C++ 2008 Redistributable Package
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Paso 10: Ahora si instalar el Win32OpenSSL_Light
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Paso 11: Next[image: image12.jpg]1 Setup - Openssi. Li

Welcome to the OpenSSL Light
(32-bit) Setup Wizard

This il nstall Open3sL 1.0.0a Light (32-bi) an yaur
computer.

It s recommended that you dose all other applcations before:
cantinuing,

Click Nt to continue, or Cancelto exit Setup.
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Paso 12: Aceptar licencia y next[image: image13.jpg]! Setup - Openssi
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Please read the following License Agreement, You must accept the terms of this
sgreement before continuing with the nstalaton

[DONATIONS NEEDED! I you are a business yau shod be contributing reqular
ldonations. IF you are a generous ndividual, consicer regular canations. Most
lpesple simply take and run - leaving me to foot the bil. That's ot nice. Some
lbusinesses even drop theircustamers anka me to provide drect supprt ta the
Jcustomer (shem, PayPal). That's ust evi. Even I you canit afford 3 smal, one
time donation of $10, at least drop a Ine saying how much you apprecite the

Jffort put into thisproject (and, optionaly, wht you use OpensSL. for). Lots of
Jcomplaints and few complments is discouraging,

JLEGAL NOTICE: This procuct ncludes scftware developed by the Openssl. =

 1accept the agreement
" 1do not accept the sgreement

<ok &=





Paso 13: Ubicar en C:\OpenSSL-Win32 la instalación[image: image14.jpg]18! Setup - OpensS Light (32-
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To continue, cick Next. 1F you would ke to selct a dfferent Foder, cick Browse.

f s

At least 4,5 M o free disk space i required.
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Paso 14: Menú folder shortcut[image: image15.jpg]18! Setup - OpenssL
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Paso 15: Seleccionar The OpenSSL binaries (/bin) directory[image: image16.jpg]8! Setup - OpensS Light (32-
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&
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Paso 16: Quitar la donación o donar si tienes $10 dólares de sobra con paypal[image: image17.jpg]Completing the OpensSSL Light
(32-bit) Setup Wizard

Setup has finished nstaling OpenSSL Light (32-bit)on your
camputer. The application may be launched by selecting the
installd cons.

Clck Finsh to extt Setup.

™ One-time $10 donation to Win32 OpenssL.
T Larger one-time donation to Win32 Openssl.
™ Recurring $5 donation to Win32 OpenssL
T Recurting $10 donation to Win32 OpenSsL.
I Recurring $25 danation to Win2 OpenssL.
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Paso 18: Ejecutar cmd[image: image19.jpg]Escribs el nombre del programa, carpeta, documento o
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Paso 19: Ir a la carpeta C:\OpenSSL-Win32\bin[image: image20.jpg]Microsoft Windows XP [Uersién 5.1.2680]
<G> Copyright 1985-2801 Microsoft Corp.

C:\Docunents and Settings\Ricardo>cd C:\OpenSSL-Win32\hin
C:\OpenSSL-Win32\bin>




Paso 20: Verificar versión del open ssl  usando el comando 

openssl version

[image: image21.jpg]C:\OpenSSL-Win32\hinopenss] version
OpenSSL 1.6.8a 1 Jun 2618

C:\OpenSSL-Win32\bin>_




Paso 21: ejecutar openssl req –config openssl.cfg –new –out archivositio.csr –keyout archivositio.pem y serguir las instrucciones [image: image22.jpg]MUBNERHCE WA AN AN E TOM CONLAD DUDNRSLCELT RN UL SECIDNOSLLANSERE
“keyout archivositio.pen
Loading *screen’ into random state - done

Generating a 1024 hit RSA private key

uriting neu private key to ’archivositio.pen
Enter PEM pass phrase:
Uerifying - Enter PEM pass phrase:

You are ahout to be asked to enter information that will be incorporated
into your certificate request.

fhat you are about to enter it what is called a Distinguiched Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value.

[£ you enter ’.’, the field will be left blank.

Country Nane (2 letter code) [AUT:ME
State or Province Name (full name> [Some-Statel:DF
Locality Name Ceg. city> [1:Coyoacan

Organization Name Ceg. company> [Internet Widgits Pty Ltd
Organizational Unit Name Ceg, section) [l:sistemasplancacion
Connon Nane (eg, YOUR name> [l:richardsite

Enail Address L1:richard_site@planeacion.unam.mx

NAMPRUEBAS

Please enter the Following ’extra’ attributes
to be sent with your certificate request

A challenge passuord [1:123123archivo

An optional company name [1:UNAMPRUEBASPLANEACION

OpenSSL-Y¥in32\bin>e




[image: image23.jpg]:\0penSSL-—Win32\bin>openss1 req —config openssl.cfg —new —out arhivositio.csr
keyout archivositio.pem

Loading ’screen’ ‘into random state — done

Generating a 1824 hit RSA private key

uriting new private key to ’archivositio.pem

Enter PEM pass phrase:

Uerifying - Enter PEM pass phrase:

You are about to he asked to enter information that will he incorporated
into your certificate request.

hat you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields hut you can leave some blank

For some fields there will be a default value,

If you enter ’.’. the field will be left blank.

Country Name (2 letter code> [AUI:MX

State or Province Name (full name> [Some-Statel:DF
Locality Name Ceg. city> [1:Coyoacan

Organization Name (eg. company> [Internet Widgits Pty Ltd
Organizational Unit Name (eg, section) [l:sistemasplaneacion
Conmon Name Ceg. YOUR name) [1:richardsite

Enail Address L1:richard_site@planeacion.unam.mx

NAMPRUEBAS

Please enter the following ’extra’ attributes
to he sent with your certificate request

A challenge password [1:123123arcivo

Ain optional company name [1:UNAMPRUEBASPLANEACION

OpenSSL-Win32\bin>





Paso 22: Ver el archive generado por el open ssl[image: image24.jpg]C:\OpenSSL-Win32\bin>openss1 rsa —in archivositio.pem —text —noout
Enter pass phrase for archivositio.pem:
Private-Key: (1624 bit>
nodulus
[

publicExponen
privateExponent
53

prinel
08
a2
o9

47:05:80:F1:Fa:2d:44:h2:59:6h326:26:80:£0:90+
36:fc:adi6f f

prine2
08,

C:\OpenSSL-Win32\bin>,





Paso 23: Crear la llave [image: image25.jpg]C:\OpenSSL-Win32\bin>openssl rsa —in archivesitio.pem —out archivesitio.key
Enter pass phrase for archivositio.pem:
uriting RSA key

C:\OpenSSL-Win32\bin>m





Paso 24: Crear el certificado

[image: image26.jpg]C:\OpenSSL-Win32\bhin>openssl x589 —in archivositio.csr —out archivesitio.cert —r|
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Signature ok
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Paso 25: Ubicar el archivo de configuración de apache httpd.conf y editarlo

[image: image27.jpg]Direceén [ Citarchivos de programatgtiim Moodle Stackiapachezicart

Norbre e s
Do Carpets
Sorigna Carpets
Bsicort 1K Aechivo ConE
Bfastescont 1K6 Avhivo ConE
Bcrrse.cone 2K6. rcivo Con
Bopenss| 10KB Velocdad de marcado
g 1ie tivo
e cont 1516 Artivo CONF
SHmine.ypes K8 rchivoTIES




Paso 26: Descomentar mod_ssl.so

[image: image28.jpg]###Desconentar mod_ssl.so
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Paso 27: Descomentar  configuración extra del httpd-ssl.conf
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Paso 28 : Ubicar el archivo httpd-ssl.conf y editarlo[image: image30.jpg]= E3
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Paso 29: Agregar la ubicación del certificado y de la llave creadas

[image: image31.jpg]Server Cerrificate:
Point SSlCertificateFile at a PEN encoded certificate. If

the certificate is encrypted, then you will be prompted for a

pass phrase. Note that a kill -HUP will prompt again. Keep

in mind that if you have both an RSA and a DSA certificate you

can configure both in parallel (to also allow the use of DSA

# ciphers, etc.)

#55LCertificateFile "C:/Archivos de prograna/Bitllani Noodle Stack/apache2/cont/srver.crt”
#55LCertiricateFile "C:/Archivos de prograna/Bitliani Noodle Stack/spache2/cont/server-dsa.crt”
ssLcercificateFile "C:/Archivos de prograns/Bitliani Hoodle Stack/apache2/cont/arphivositic.cert”

Server Private Key:
If the key is not combined with the certificate, use this

directive to point at the key file. Keep in mind that if

you've both a RSA and a DSA private key you can configure

both in parallel (to also allow the use of D3k ciphers, ete.)

#55LCertificateeyFile "C:/Archivos de prograna/Bitiiani Noodle Stack/apache2/cont/server.key”
#s5LcertiricatekeyFile "
sSLCertificateKeyFile "C:/Archivos de prograns/Bitliani Noodle Stack/spachez/cont/archivositic.key”

Archivos de programa/Bitliani Moodle Stack/apache/conf/server-dsa.key”





Paso 30: copiar los archivos .key y .cert a la ruta configurada [image: image32.jpg]= E3
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Paso 31: Rearrancar le modulo de bitnami

[image: image33.jpg][E) Start Bithami Moodle Stack service.
Stop Bithami Moodle Stack service
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